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(54) Title: COLLECTIVE NOTIFICATION OF NODE RESET TO SUBSET OF CONNECTIONS IN RADIO ACCESS NET- 
^ WORK 
Tf 

^ (57) Abstract: Upon reset of a control node (261) of a radio access network (24) which controls connections with user equipment 
units (30) in a connected mode, a message (102) indicative of the reset is sent between nodes of the radio access network. The 
message results from occurrence of a reset procedure (104) affecting the control node. The message includes an element which col- 
lectively indicates that a subset of the connections (i.e., not all of the connections) controlled by the control node are to be released. 
Inclusion in the message of the element, also known as the subset reset element, facilitates return to an idle mode of the user equip- 
ment units involved in the subset of the connections. By virtue of inclusion of the subset reset element, the message need not go to 
one extreme of listing individually each of the connections affected by the reset, nor to another extreme of specifying all connections 
controlled by the control node. 
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COLLECTIVE NOTIFICATION OF NODE RESET 
TO SUBSET OF CONNECTIONS IN RADIO ACCESS 

NETWORK 

BACKGROUND 



5 [0001] This application is a continuation-in-part of United States Patent Serial Number 
10/113,944, filed April 2, 2002, entitled "AUTHENTICATION OF TERMINATION 
MESSAGES IN TELECOMMUNICATIONS SYSTEM", and a continuation-in-part of 
United States Patent Serial Number 09/852,915, filed May 11, 2001, entitled 
"RELEASING PLURAL RADIO CONNECTIONS WITH OMNIBUS RELEASE 

10 MESSAGE," and is related to United States Provisional Patent Application Serial 
Number 60/317,970, filed September 20, 2001, entitled RECOVERY OF MOBILE 
STATION(S) IN CONNECTED MODE UPON RNC FAILURE, all of which are 
incorporated herein by reference in their entirety. 

[0002] FIELD OF THE INVENTION 

15 [0003] This invention pertains generally to telecommunications, and particularly to 
returning a user equipment unit to idle mode after a reset of a control node of a radio 
access network. 

[0004] RELATED ART AND OTHER CONSIDERATIONS 

[0005] In a typical cellular radio system, wireless user equipment units (UEs) 
20 communicate via a radio access network (RAN) to one or more core networks. The 
user equipment units (UEs) can be mobile stations such as mobile telephones 
("cellular" telephones) and laptops with mobile termination, and thus can be, for 
example, portable, pocket, hand-held, computer-included, or car-mounted mobile 
devices which communicate voice and/or data with radio access network. 
25 Alternatively, the wireless user equipment units can be fixed wireless devices, e.g., 
fixed cellular devices/terminals which are part of a wireless local loop or the like. 
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[0006] The radio access network (RAN) covers a geographical area which is divided 
into cell areas, with each cell area being served by a base station. A cell is a 
geographical area where radio coverage is provided by the radio base station equipment 
at a base station site. Each cell is identified by a unique identity, which is broadcast in 
the cell. The base stations communicate over the air interface (e.g., radio frequencies) 
with the user equipment units (UE) within range of the base stations. In the radio 
access network, several base stations are typically connected (e.g., by landlines or 
microwave) to a radio network controller node (RNC). The radio network controller, 
also sometimes termed a base station controller (BSC), supervises and coordinates 
various activities of the plural base stations connected thereto. The radio network 
controllers are typically connected to one or more core networks. The core network has 
service domains, with an RNC having an interface to these service domains. 

[0007] One example of a radio access network is the Universal Mobile 
Telecommunications (UMTS) Terrestrial Radio Access Network (UTRAN). The 
UMTS is a third generation system which in some respects builds upon the radio access 
technology known as Global System for Mobile communications (GSM) developed in 
Europe. UTRAN is essentially a radio access network providing wideband code 
division multiple access (WCDMA) to user equipment units (UEs). The Third 
Generation Partnership Project (3GPP) has undertaken to evolve further the UTRAN 
and GSM-based radio access network technologies. 

[0008] Other types of telecommunications systems which encompass radio access 
networks include the following: Advance Mobile Phone Service (AMPS) system; the 
Narrowband AMPS system (NAMPS); the Total Access Communications System 
(TAGS); the Personal Digital Cellular (PDS) system; the United States Digital 
Cellular (USDC) system; and the code division multiple access (CDMA) system 
described in EIA/TIA IS-95. 

[0009] The topology of a radio access network can be conceptualized in areas or units 
larger than cells. Taking the UTRAN as an example radio access network, a UTRAN 
Routing Area (URA ) is a geographical area comprising one or more cells. Each URA 
is identified by a unique identity which is broadcast in all cells belonging to the URA. 
A URA can comprise cells controlled by more than one RNC. A URA with more cells 
in more than one RNC is overlapping between the RNCs, i.e. an overlapping URA. 
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[00010] As another example from UTRAN, a Location Area (LA) is a geographical 
area comprising one or more cells. Each LA is identified by a unique identity sent on 
the broadcast channel, in the same way as the URA. However, a location area is used 
by the core network to track the location of the UE (in idle mode and in connected 
mode), while the URA is used by the radio access network to track the location of the 
UE in connected mode. Typically, a location area is geographically larger than a URA. 
To each location area there is one of several RNCs having cells in that particular 
location area. A relationship between location area and RNC is stored in the core 
network. 

[0001 1] There are several interfaces of interest in the UTRAN. The interface between 
the radio network controllers (RNCs) and the core network(s) is termed the "Iu" 
interface. The interface between a radio network controller (RNC) and its base stations 
(BSs) is termed the "Iub" interface. The interface between the user equipment unit 
(UE) and the base stations is known as the "air interface" or the "radio interface" or 
"Uu interface". In some instances, a connection involves both a Serving or Source 
RNC (SRNC) and a target or drift RNC (DRNC), with the SRNC controlling the 
connection but with one or more diversity legs of the connection being handling by the 
DRNC. An Inter-RNC transport link can be utilized for the transport of control and 
data signals between Source RNC and a Drift or Target RNC, and can be either a direct 
link or a logical link. An interface between radio network controllers (e.g., between a 
Serving RNC [SRNC] and a Drift RNC [DRNC]) is termed the "Iur" interface. 

[00012] The radio network controller (RNC) controls the UTRAN. In fulfilling its 
control role, the RNC manages resources of the UTRAN. Such resources managed by 
the RNC include (among others) the downlink (DL) power transmitted by the base 
stations; the uplink (UL) interference perceived by the base stations; and the hardware 
situated at the base stations. 

[00013] Those skilled in the art appreciate that, with respect to a certain RAN-UE 
connection, an RNC can either have the role of a serving RNC (SRNC) or the role of a 
drift RNC (DRNC). If an RNC is a serving RNC (SRNC), the RNC is in charge of the 
connection with the user equipment unit (UE), e.g., it has full control of the connection 
within the radio access network (RAN). A serving RNC (SRNC) is connected to the 
core network. On the other hand, if an RNC is a drift RNC (DRNC), its supports the 
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serving RNC (SRNC) by supplying radio resources (within the cells controlled by the 
drift RNC (DRNC)) needed for a connection with the user equipment unit (UE). A 
system which includes the drift radio network controller (DRNC) and the base stations 
controlled over the Iub Interface by the drift radio network controller (DRNC) is herein 
referenced as a DRNC subsystem or DRNS. 

[00014] Radio access networks typically have a particular signalling protocol employed 
between the radio access network and the user equipment unit to support the 
management of radio resources. For example, UTRAN has its Radio Resource Control 
(RRC) layer 3 signalling protocol. A user equipment unit in the RRC protocol operates 
in a state model conceptualized as having two modes: an Idle Mode and a Connected 
Mode. The Idle Mode is entered after power on. In Idle Mode there is no connection 
between the user equipment unit (UE) and the UTRAN. When an RRC connection is 
established, the user equipment unit (UE) is assigned a U-RNTI and the user equipment 
unit (UE) enters Connected Mode. The U-RNTI (UTRAN Radio Network Temporary 
Identity) is a global identity, which can be used in any cell in the UTRAN. In 
Connected Mode, the RNC in charge of the RRC connection for this UE is denoted as 
the Serving RNC (SRNC). The U-RNTI consists of two parts: the SRNC-identity 
(which within UTRAN identifies the SRNC for this UE) and the Serving RNTI (S- 
RNTT) which identifies the RRC connection within the particular SRNC. 

[00015] As illustrated by Fig. 8, within Connected Mode there are four different states: 
CELLJDCH state; CELL_FACH state; CELL_PCH state; and URA_PCH. As briefly 
summarized, each state reflects a different level of activity. In the CELL_DCH state a 
dedicated control channel (DCCH) is used for transmission of signalling messages 
between the user equipment unit (UE) and the UTRAN. In the CELL_FACH state, no 
dedicated physical channel is assigned, but the user equipment unit (UE) listens 
continuously to a common channel (the FACH) in the downlink belonging to the 
selected cell. In the uplink for the CELL_FACH state, the user equipment unit (UE) 
typically uses a random access channel (RACH). At each cell reselection, the user 
equipment unit (UE) updates the network with its current cell location. In the 
CELL_PCH state, the user equipment unit (UE) monitors a paging channel (PCH) of a 
selected cell. In the CELL_PCH state the user equipment unit (UE) updates the 
network with its current cell location at cell reselection. On the PCH, means for 
addressing individual user equipment units (UEs) exist (using the U-RNTI), but the 
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user equipment unit (UE) can not transport any signalling messages to the network. 
The URA_PCH state resembles the CELL_PCH state, but primarily differs in that the 
user equipment unit (UE) only updates the network of its location after crossing 
UTRAN Routing Area (URA) borders. 

[00016] In making or attempting to make connection with a user equipment unit 
operating in a radio access network, a core network typically assigns a core network UE 
identity (e.g., CN UE identity) to the user equipment unit. But the CN UE identity 
assigned to a particular user equipment unit may not be unique CN UE identity when 
used on a common transport channel to a connected mode UE. Keep in mind that there 
may be several core networks which are assigning CN UE identities. It may turn out, 
for example, that an idle mode UE registered in different location and/or routing area 
and may camp in the same cell as with a connected mode UE, with both the idle mode 
UE and connected mode UE having been assigned the same CN UE identity. The 
typical scenario when such common assignment may happen is when the connected 
mode UE camps in a cell controlled by a drift RNC (DRNC). If the DRNC receives a 
paging message from a CN node, intended to the idle mode UE, it should be able to use 
the CN UE identity as the identity when paging the idle mode UE without a risk that the 
connected mode UE may respond to the page. 

[00017] In order to avoid such confusion, an RNC which receives a page from the core 
network handles the page differently depending on whether the RNC has an established 
RRC connection the given UE or not. For example, if the UE to be paged is in 
connected mode, the connected mode UE is addressed for paging purposes using the U- 
RNTI (described above). On the other hand, if the UE to be paged is in idle mode, the 
idle mode UE is addressed for paging purposes using the CN UE identity assigned to 
the idle mode UE. 

[00018] An RNC generally has interfaces to base stations, interfaces to other RNCs, 
diversity handover functionality, and other components and functional units employed, 
e.g., in conjunction with the radio resource control protocol. Various functionalities of 
the RNC are preformed by several processors which are running (executing) different 
processes and/or handling different RRC connections. Typically, the control of the UE 
connections owned by the RNC is shared or partitioned among the processors, so that 
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one processor handles only a part, group, or subset of the UEs having connections 
controlled by the RNC. 

[00019] There are times at which the RNC of a radio access network must undergo a 
RNC "reset" (also known as a RNC "restart"). As explained subsequently below, RNC 
reset can have considerable ramifications, including but not limited to ramifications for 
paging of UEs. 

[00020] There are two basic types of situations in which RNC reset occurs. The first 
type of situation is a failure of the RNC itself, discussed in more detail below. The 
second type of situation is propagated from a core network node (e.g. MSC, SGSN) 
which had a failure and which transmits a RESET message to the RNC. In this second 
type of situation, the RNC deletes the information stored for all UE connections 
(including bringing the UEs to idle mode) and replies to the CN node with a RESET 
ACKNOWLEDGE message. 

[00021] There are several possible causes of the first type of situation, i.e., failure of 
the RNC causing RNC reset. For example, hardware glitches may typically affect one 
or a few of the processors comprising the RNC. As another example, software 
upgrades (typically made on a processor by processor basis) may require reboot of the 
processor involved in the upgrade. But perhaps the most common cause of RNC reset 
is a problem discovered in execution of software by one of the processors of the RNC. 
The execution problem may require remedial action such as a reboot, for example. 
Typically in such failure it is sufficient to restart just the processor where the failure 
was detected, and then propagate clean-up operations to any other processors that may 
be dependent on the processor that restarted. In other less drastic cases, in which the 
software fault can be isolated to just one particular process performed by a processor, 
the processor itself may not need to be restarted just because the particular process 
crashed, but the process itself must be restarted (but nevertheless essentially causing a 
RNC reset). In more serious cases it may be detected that repeated restarts of a 
problematic processor do not solve the problem, thereby requiring restart of all 
processors of the RNC as the recovery measure. 

[00022] Whatever the cause or situation requiring reset, it is a problem that, upon being 
reset, a control node of a radio access network, such as an radio network controller 
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(RNC) of the UTRAN, may lose certain information about the context of the user 
equipment unit, known as the "UE context" in the UTRAN. 

[00023] The information included in UE context comprises, among others, the 
following parameters: IMSI (the international mobile subscriber identity); C-ID; D- 
RNTI; and RNC Identity of the DRNC where the user equipment unit (UE) is currently 
located. The international mobile subscriber identity (IMSI) [which comprises not 
more than fifteen digits] comprises three components: a mobile country code 
(MCC)[three digits]; a mobile network code (MNC)[two or three digits]; and a mobile 
subscriber identification number (MSJN). The D-RNTI parameter is similar to S-RNTI 
parameter, but identifies the UE context information in the DRNC. The C-ID 
parameter is the Cell Identity of where the UE is currently located. The C-ID parameter 
is not applicable to the UEs in the URA_PCH state, since the location of a user 
equipment unit (UE) in the URA_PCH state is not known to the cell level, but rather is 
known on URA level (a group of cells defined as one URA). With regard to the RNC 
Identity parameter, it is noted that in the CellJDCH state there could be many 
simultaneous radio links (RLs), so there could conceivably be as many RNCs (at least 
theoretically) handling legs of connections to the UE. 

[00024] Consider, for example, the case of a connected mode UE whose UE context 
was lost during RNC reset. Loss of the UE context necessarily means loss of the U- 
RNTI for that connected mode UE. One problem is that the connected mode UE 
expects to be addressed using the (now lost) U-RNTI. So in view of the loss of UE 
context and U-RNTI in particular, paging of the connected mode UE may be ineffective 
until that UE goes back to idle mode. 

[00025] A typical scenario occurs when a UE camps in a cell that is controlled by one 
RNC (the "DRNC"), while the control of the radio connection for this particular UE is 
handled by a different RNC (the "SRNC"). In case of a reset of the SRNC, all DRNCs 
need to release the radio connections for all UEs having connections which were 
controlled by the reset SRNC and which are camping on cells controlled by the 
DRNCs. 

[00026] The present conventional mechanism for aligning the resources of two RNCs 
(RNd and RNC 2 ) in the event of an abnormal failure and for releasing radio 
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connections in such scenario is awkward and inefficient. In accordance with this 
mechanism, after reset of a particular RNC, the reset RNC transmits RESET 
REQUEST messages to all neighboring RNCs (which may serve as DRNCs for the 
UEs that had the RNC that was reset as their SRNC). In the RESET REQUEST 
5 message there is a possibility either to address "all" UEs or to provide a list of UE 
identities. The DRNC is expected to release all radio connections that were addressed 
in the RESET REQUEST message and then return a RESET RESPONSE message to 
the SRNC. 

[00027] As a practical matter, in accordance with the present mechanism the DRNC 
10 has to release the RRC connections one by one (from the S-RNTI list in the RESET 
REQUEST message or all S-RNTIs). This release of RRC connections one by one 
takes considerable time, employs extensive signaling, and runs the risk that before a 
given RRC connection is released a page to that UE involved in that RRC connection 
may be lost. 

15 [00028] What is needed, therefore, and an object of the present invention, is a more 
effective way to communicate the fact of RNC reset. 

BRIEF SUMMARY 

[00029] Upon reset of a control node of a radio access network which controls 
connections with user equipment units in a connected mode, a message indicative of the 

20 reset is sent between nodes of the radio access network. The message results from 
occurrence of a reset procedure affecting the control node. The message includes an 
element which collectively indicates that a subset of the connections (i.e., not all of the 
connections) controlled by the control node are to be released. Inclusion in the message 
of the element, also known as the subset reset element, facilitates return to an idle mode 

25 of the user equipment units involved in the subset of the connections. By virtue of 

inclusion of the subset reset element, the message need not go to one extreme of listing 
individually each of the connections affected by the reset, nor to another extreme of 
specifying all connections controlled by the control node. 

[00030] In one example mode, the node which prepares the message is the control node 
30 which controls the connections. In an example implementation in which the UTRAN is 
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the radio access network, the control node is a radio network control (RNC) node, i.e., a 
SRNC node, and the message is a RNSAP RESET REQUEST message. 

[00031] Inclusion of the subset reset element in the message is particularly 
advantageous in a situation in which the control node performs plural processes, with 
each of the plural processes handling a respective one of plural subsets of connections. 
In such situation, when the reset procedure affects a specific one of the plural processes, 
a subset reset element corresponding to the respective one of the plural subsets of 
connections handled by the specific one of the plural processes is included in the 
message. In this way, the connections affected by the reset are collectively referenced 
in the message (by the subset reset element which identifies the subset of affected 
connections). Should plural processes be affected by the reset, the message can include 
plural subset reset elements corresponding to the respective affected subsets. In other 
words, the message can include a sequence of subset reset elements. 

[00032] In an illustrative implementation, the subset reset element comprises a group 
identity for the subset of connections. The group identity in turn comprises a group 
value and a group bit mask index. The group bit mask index indicates bits of the group 
value which are common for all connections of the subset of connections. For example, 
in one example the group value is a group S-RNTI and the group bit mask index 
indicates the bits of the group S-RNTI which are common for all connections of the 
subset of connections. 

[00033] As an optional but preferred feature, the message can also include an 
authentication indicia known as the group release key. The authentication mechanism 
renders a communications network impervious to unauthorized requests for termination 
or cessation of interaction with a mobile node. 

[00034] In another example mode, the node which prepares the message is a radio 
network control node which provides radio resources for the connections controlled by 
another radio network control node. In an example implementation in which the 
UTRAN is the radio access network, the control node which prepares the message is a 
drift radio network control (DRNC) node and the message is one of a RRC 
CONNECTION RELEASE message and a PAGING TYPE 1 message which is sent to 
base stations in cells controlled by the DRNC node. Typically the drift radio network 
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control (DRNC) node prepares and sends its message (e.g., RRC CONNECTION 
RELEASE message or PAGING TYPE 1 message), also known as the "farther 
message", upon receipt from a serving RNC (SRNC) node of a prompting message 
(such as the RNSAP RESET REQUEST message) which also carries the subset reset 
element. 

[00035] When the message is considered to be the further message sent by the DRNC 
node, the subset reset element can again be conceptualized as comprising a group 
identity. For this further message sent by the DRNC, however, the group identity 
comprises a control node identifier, a group value, and a group bit mask index. The 
group bit mask index indicates bits of the group value which are common for all 
connections of the subset of connections. In an illustrated example involving the 
UTRAN, in the RRC CONNECTION RELEASE message or PAGING TYPE 1 
message the group value is a group U-RNTI and the group bit mask index indicates the 
bits of the U-RNTI value which are common for all connections of the subset of 
connections. 

[00036] The invention thus also encompasses, not only specific nodes, but also a radio 
access network of a telecommunications system. The radio access network comprises a 
serving control node (which controls connections with user equipment units in a 
connected mode) and at least one drift control node (which provides radio resources in 
cells controlled by the at least one drift control node for some of the connections 
handled by the serving control node). In one mode, the serving control node sends the 
message with the subset reset elements) to collectively indicate that a subset of the 
connections are to be released, thereby f acilitating return to the idle mode of the user 
equipment units involved in the subset. In the example UTRAN implementation, the 
message is a RNSAP RESET REQUEST message. The at least one drift control node 
sends a further message to a base station controlled by the at least one drift control 
node, the further message including a further element, the further element being derived 
from the element included in the message. In the example UTRAN implementation, 
such further message is one of a RRC CONNECTION RELEASE message and a 
PAGING TYPE 1 message. In this further message, the further subset reset element is 
a group identity which comprises (1) a control node identifier indicative of the serving 
control node, (2) a group value, and (3) a group bit mask index. The group value, and 
the group bit mask index are derived from the subset reset element of the first message 
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sent from the SRNC node. In the example UTRAN implementation, the group value is 
a group U-RNTI and the group bit mask index indicates the bits of the U-RNTI value 
which are common for all connections of the subset of connections. 



[00037] The invention also encompasses methods of operating a radio access network 

5 of a telecommunications system, the radio access network including the serving control 
node and at least one drift control node. In accordance with the methods, a reset 
procedure is performed at the serving control node. The serving control node then 
sends to the at least one drift control (DRNC) node a message resulting from 
performance of the reset procedure, the message including the subset reset element(s). 

10 In the example UTRAN implementation, the message sent by the SRNC node is a 
RNSAP RESET REQUEST message. The DRNC node uses the message with the 
subset reset element so that the user equipment units involved in the subset of the 
connections can return to an idle mode. In particular, the DRNC node sends further 
messages to base stations in cells controlled by the DRNC node. In the example 

15 UTRAN implementation, such message can be one or more of a RRC CONNECTION 
RELEASE message and a PAGING TYPE 1 message. Reception of the further 
message by user equipment unit over an air interface causes the user equipment unit to 
release the RRC connection, and to return to idle mode (thereby leaving connected 
mode). Under these circumstances, the user equipment unit (now in idle mode) is in a 

20 better position than in the connected mode to receive paging. 

[00038] The invention also encompasses the messages and message formats utilized, 
including a message which includes one or more elements (i.e., subset reset element(s)) 
which collectively indicate that a subset of the connections are to be released so that the 
user equipment units involved in the subset of the connections can return to an idle 
25 mode. 



[00039] Also disclosed are a control node of a radio access network of a 
telecommunications system and method of operating the same. The control node has 
plural processes which handle a respective one of plural subsets of connections with 
user equipment units in a connected mode. The control node is arranged upon initiating 
30 a new connection to assign the new connection to a selected one of the plural processes 
and to assign to the new connection a S-RNTI value from which it can be discerned that 
the new connection has been assigned to the selected one of the plural processes. In 
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particular, in an example implementation the control node assigns to the new 
connection a S-RNTI value in which predetermined bits have common values with 
other connections assigned to the selected one of the plural processes 

BRIEF DESCRIPTION OF THE DRAWINGS 

5 [00040] The foregoing and other objects, features, and advantages of the invention will 
be apparent from the following more particular description of preferred embodiments as 
illustrated in the accompanying drawings in which reference characters refer to the 
same parts throughout the various views. The drawings are not necessarily to scale, 
emphasis instead being placed upon illustrating the principles of the invention. 

10 [00041] Fig. 1 is a schematic view of portions of a radio access network showing two 
control nodes and a reset message generator in one of the control nodes which generates 
a reset message to the other control node in conjunction with a reset procedure. 

[00042] Fig. 2 is a diagrammatic view of an example mobile communications system in 
which the present invention may be advantageously employed. 

15 [00043] Fig. 3 is a simplified function block diagram of a portion of a UMTS 

Terrestrial Radio Access Network, including a user equipment unit (UE) station; a drift 
radio network controller; a serving radio network controller; and a base station. 

[00044] Fig. 4A is a schematic view of portions of a radio access network showing two 
control nodes in like manner as Fig. 1, with one of the control node performing plural 
20 processes, with each of the plural processes handling a respective one of plural subsets 
of connections. 

[00045] Fig. 4B is a schematic view of portions of a radio access network in like 
manner as Fig. 4A and showing basic actions performed by a reset procedure upon reset 
of one of plural processes. 

25 [00046] Fig. 5 is a schematic view similar to Fig. 4A, but further showing that a reset 
message generator of the control node may optionally include authentication indicia 
(e.g., group release key) formatter. 
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[00047] Fig. 6 is a diagrammatic view showing an example illustrative format of a reset 
request message and an example illustrative format of one of a RRC CONNECTION 
RELEASE and PAGING TYPE 1 message. 



[00048] Fig. 7 is a flow chart showing basic steps performed by a reset response unit of 
5 a responding control node in accordance with an example implementation. 

[00049] Fig. 8 is a diagrammatic view showing modes and states of a user equipment 
unit (UE). 



DETAnjfl) DESCRIPTION OF THE DRAWINGS 

[00050] In the following description, for purposes of explanation and not limitation, 
10 specific details are set forth such as particular architectures, interfaces, techniques, etc. 
in order to provide a thorough understanding of the present invention. However, it will 
be apparent to those skilled in the art that the present invention may be practiced in 
other embodiments that depart from these specific details. In other instances, detailed 
descriptions of well-known devices, circuits, and methods are omitted so as not to 
15 obscure the description of the present invention with unnecessary detail. Moreover, 
individual function blocks are shown in some of the figures. Those skilled in the art 
will appreciate that the functions may be implemented using individual hardware 
circuits, using software functioning in conjunction with a suitably programmed digital 
microprocessor or general purpose computer, using an application specific integrated 
20 circuit (ASIC), and/or using one or more digital signal processors (DSPs). 

[00051] Fig. 1 illustrates selected portions of an example, representative radio access 
network having two control nodes 26i and 26 2 with a reset message generator 100 
provided in one of the control nodes (i.e., control node 26i). The reset message 
generator 100 generates a reset message 102 to the other control node (i.e., control node 
25 262) in conjunction with a reset procedure 104 performed at control node 26i. 

[00052] The control node 26 x controls connections with user equipment units in a 
connected mode. When a reset detector 106 of control node 26 x detects or determines 
that a reset has occurred at control node 26i, as indicated by arrow 108 the reset 
detector 106 prompts the reset message generator 100 to generate a message indicative 
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of the reset (e.g., reset message 102) for transmission between control nodes of the 
radio access network, e.g., between control node 26i and control node 26 2 . 

[00053] As shown in Fig. 1, the reset message generator 100 includes subset reset 
element formatter 1 10 which prepares, for inclusion in reset message 102, an element 

5 which collectively indicates that a subset of the connections (i.e., not all of the 
connections) controlled by the control node 26 x are to be released. The element, 
hereinafter also referred to as the subset reset element, thus specifies a subset of the 
connections controlled by control node 26i that are to be released. The terms "subset" 
and "group" are utilized interchangeably herein, both terms referring to plural 

10 connections but less than all connections controlled by a control node such as control 
node 26\. 

[00054] Inclusion in the message 102 of the subset reset element facilitates return to an 
idle mode of the user equipment units involved in the subset of the connections. Return 
to the idle mode renders the user equipment units better amenable to paging requests. 
15 By virtue of inclusion of the subset reset element, the message 102 need not go to one 
extreme of listing individually each of the connections affected by the reset, nor to 
another extreme of specifying all connections controlled by the control node. 

[00055] Fig. 1 illustrates that control node 26 2 includes a reset response unit 120 which 
represents functionality for responding to the reset message 102. The reset message 

20 102 includes the subset reset element which collectively indicates or specifies that a 
subset of the connection (connection subset or group of connections) controlled by the 
control node 26 x are to be released. As explained subsequently in more detail in an 
illustrative example implementation, upon receipt of the reset message 102 the reset 
response unit 120 prepares and sends one or more types of connection release messages 

25 to base stations in cells for which control node 26 2 controls radio resources. For 
example, the reset response unit 120 sends connection release message 122! to base 
station 28 2 -i and connection release message 122 2 to base station 28 2 _ 2 . As illustrated in 
Fig. 1, the connection release message 122 are merely representative messages. In 
addition, the reset response unit 120, upon successful transmission of the connection 

30 release message 122, the reset response unit 120 of control node 26 2 returns a reset 
response message 130 to control node 26 x . 
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[00056] Usage of the reset message 102 with its subset reset element is illustrated in 
Fig. 2 in the non-limiting, example context of a universal mobile telecommunications 
(UMTS) 10. A representative, connection-oriented, external core network, shown as a 
cloud 12 may be for example the Public Switched Telephone Network (PSTN) and/or 

5 the Integrated Services Digital Network (ISDN). A representative, connectionless 

external core network shown as a cloud 14, may be for example the Internet. Both core 
networks are coupled to their corresponding service nodes 16. The PSTN/ISDN 
connection-oriented network 12 is connected to a connection-oriented service node 
shown as a Mobile Switching Center (MSC) node 18 that provides circuit-switched 

10 services. The Internet connectionless-oriented network 14 is connected through a 

Gateway General Packet Radio Service (GPRS) support node (GGSN) 19 to a General 
Packet Radio Service (GPRS) Service (SGSN) node 20, the latter being tailored to 
provide packet-switched type services. 

[00057] Gateway GRPS support node (GGSN) 19 provides the interface towards the 
15 packet-switched networks (e.g., the Internet, X.25 external networks) represented by 
cloud 14. Gateway GRPS support node (GGSN) 19 translates data formats, signaling 
protocols and address information in order to permit communication between the 
different networks. Serving GPRS Support Node (SGSN) 20 provides packet routing to 
an from a SGSN service area, and serves GPRS subscribers which are physically 
20 located within the SGSN service area. Serving GPRS Support Node (SGSN) 20 

provides functions such as authentication, ciphering, mobility management, charging 
data, and logical link management toward the user equipment unit. A GPRS subscriber 
may be served by any SGSN in the network depending on location. The functionality 
of Serving GPRS Support Node (SGSN) 20 and Gateway GRPS support node (GGSN) 
25 19 may be combined in the same node, or may exist in separate nodes as shown in Fig. 
2. Backbone network 21 provides connection between different GSN nodes and other 
components of the core network, and can be, e.g., an Internet Protocol (IP) network. 

[00058] Each of the core network service nodes 18 and 20 connects to a UMTS 
Terrestrial Radio Access Network (UTRAN) 24 over a radio access network (RAN) 
30 interface referred to as the Iu interface. UTRAN 24 includes one or more radio network 
controllers (RNCs) 26 and one or more base stations (BS) 28. For sake of simplicity, 
the UTRAN 24 of Fig. 2 is shown with only two RNC nodes, particularly RNC 26 x and 
RNC26 2 . Each RNC 26 is connected to one or more base stations (BS) 28. For 
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example, and again for sake of simplicity, two base station nodes are shown connected 
to each RNC 26. In this regard, RNC 26 x serves base station 28 u and base station 28 1_ 
2 , while RNC 26 2 serves base station 28 2 -i and base station 28 2 _2. It will be appreciated 
that a different number of base stations can be served by each RNC, and that RNCs 
5 need not serve the same number of base stations. Moreover, Fig- 2 shows that an RNC 
can be connected over an Iur interface 29 to one or more other RNCs in the 
UTRAN 24. Further, those skilled in the art will also appreciate that a base station is 
sometimes also referred to in the art as a radio base station, a node B, or B-node. 

[00059] It should be understood that at least one and likely more of the RNCs of the 
10 radio access network have an interface to one or more core networks. Further, in order 
to support continuation of established connections when the UE is moving between 
cells controlled by different RNCs in the Radio Access Network, a Signalling Network 
(e.g. Signalling System No 7) enables RNCs to perform the required RNC-RNC 
signalling. 

15 [00060] In the illustrated embodiments, for sake of simplicity each base station 28 is 
shown as serving one cell. Each cell is represented by a circle which surrounds the 
respective base station. It will be appreciated by those skilled in the art, however, that a 
base station may serve for communicating across the air interface for more than one 
cell. For example, two cells may utilize resources situated at the same base station site. 

20 Moreover, each cell may be divided into one or more sectors, with each sector having 
one or more cell/carriers, 

[00061] A user equipment unit (UE), such as user equipment units (UEs) 30 shown in 
Fig. 2, communicate with one or more cells or one or more base stations (BS) 28 over a 
radio or air interface 32. Each of the radio interface 32, the Iu interface, the Iub 
25 interface, and the Iur interface are shown by dash-dotted lines in Fig. 2. 

[00062] Preferably, radio access is based upon Wideband, Code Division Multiple 
Access (WCDMA) with individual radio channels allocated using CDMA spreading 
codes. Of course, other access methods may be employed. WCDMA provides wide 
bandwidth for multimedia services and other high transmission rate demands as well as 
30 robust features like diversity handoff and RAKE receivers to ensure high quality. 
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[00063] In cell JDCH state, each user mobile station or equipment unit (UE) 30 is 
assigned its own scrambling code in order for a base station 28 to identify transmissions 
from that particular user equipment unit (UE) as well as for the user equipment unit 
(UE) to identify transmissions from the base station intended for that user equipment 
5 unit (UE) from all of the other transmissions and noise present in the same area. 

[00064] Fig. 3 shows selected general aspects of user equipment unit (UE) 30 and 
illustrative nodes such as radio network controller 26 and base station 28. The user 
equipment unit (UE) 30 shown in Fig. 3 includes a data processing and control unit 31 
for controlling various operations required by the user equipment unit (UE). The UE's 
10 data processing and control unit 31 provides control signals as well as data to a radio 
transceiver 33 connected to an antenna 35. The data processing and control unit 31 of 
the user equipment unit 30 includes a connection release function 140 which processes 
the connection release message(s) 122 received from control node 26 2 . The connection 
release function 140 preferably includes a release/termination authenticator 142. 

15 [00065] The example radio network controller 26 and base station 28 as shown in Fig. 
3 are radio network nodes that each include a corresponding data processing and 
control unit 36 and 37, respectively, for performing numerous radio and data processing 
operations required to conduct communications between the RNC 26 and the user 
equipment units (UEs) 30. Part of the equipment controlled by the base station data 

20 processing and control unit 37 includes plural radio transceivers 38 connected to one or 
more antennas 39. 

[00066] In the example mode presently under discussion, the node which prepares the 
reset message 102 is the control node which controls the connections. In an example 
implementation in which the UTRAN 24 of Fig. 2 is the radio access network, the 

25 control node is the control node 26 u which functions as a serving RNC (SRNC) node 
for the connections which it controls. In this example implementation, the reset 
message 102 is more formally termed a RNSAP RESET REQUEST message. The 
control node 26a which receives the reset message 102 (RNSAP RESET REQUEST 
message) is a drift RNC (DRNC) node. In this example implementation, the control 

30 node 26 2 prepares two types of connection release messages 122 for transmission to the 
base stations 28 having radio resources controlled by control node 26 2 , i.e., a RRC 
CONNECTION RELEASE message and a PAGING TYPE 1 message. Hereinafter, 
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such a connection release message (e.g., RRC CONNECTION RELEASE message or 
PAGING TYPE 1 message) sent by the control node 262 is also known as the "further 
message" and, as explained hereinafter, also carries the subset reset element. 

[00067] Inclusion of the subset reset element in the reset message 102 is particularly 
5 advantageous in a situation in which a control node such as control node 26 x performs 
plural processes, with each of the plural processes handling a respective one of plural 
subsets of connections. For example, the particular control node 26 x of Fig. 4A is 
illustrated as performing processes 150i, 150 2 , through 150 n . As used herein, each 
process 150 may be considered to be either a functional process performed by one or 
10 more constituent units or elements of the control node, or specific hardware of the 
control node. For example, each process 150 may itself be a processor which is 
partially or wholly dedicated to performing a certain function or process on behalf of a 
subset of connections which it serves. 



[00068] In a multi-process partitioned situation such as illustrated in Fig. 4A, when the 
15 reset procedure 104 affects a specific one of the processes 150, a subset reset element 
corresponding to the respective one of the plural subsets of connections handled by the 
specific affected process is included in the message 102. Such is illustrated in Fig. 4B, 
in which an X denoted by reference numeral 152 depicts a reset for processor 150 n . 
Note that in the Fig. 4B scenario actual restart of a processor is involved, and that 
20 partitioning of group IDs is based on processor to which the connection is assigned. In 
the scenario of Fig. 4B, as an example processor 150 n has been required to reboot, e.g., 
reset. An indication of the reset for processor 150 n is applied as indicated by arrow 154 
to reset detector 106. The reset detector 106 can itself be a processor (i.e., an 
independent processor not affected by the reset process) which is connected by a bus or 
25 the like to obtain an electric signal indicative of reset of processor 150 n . 

[00069] Noting the processor number (n) involved in the reset (i.e., processor 150n), 
reset detector 106 consults a partition table 160 which comprises reset procedure 104. 
The partition table 160 includes a list of the processors 150 (shown in the first column 
of partition table 160), and an associated group identifier (group ID) for each processor 
30 (shown in the second column of partition table 160). As shown by arrow 162, the reset 
detector 106 obtains from partition table 160 the associated group identifier (group ID) 
for the processor affected by the reset. In the example scenario of Fig. 4B, reset 
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detector 106 obtains from partition table 160 the group ID for processor 150 n , as 
depicted by arrow 164 in Fig. 4B. 

[00070] At this point it is beneficial to note that in control node 26 t a deliberate 
partitioning has occurred with respect to processes/processors 150 and assignment of 
connection identifiers. In the example scenario, the group ID is a S-RNTI-formatted 
identifier. It will be recalled that an S-RNTI identifies the RRC connection within the 
particular SRNC. So, for the specific example of Fig. 4B, the connections handled by 
process 150! are assigned S-RNTI values that have a same first value (indicative of 
process 1500 in predetermined bit positions of their S-RNTI. For example, the 
connections handled by processor 150! are assigned S-RNTI values that have a same 
first value indicative of processor 150i, i.e., "00", in the two most significant bit 
positions of their S-RNTI. Similarly, the connections handled by processor 150 2 are 
assigned S-RNTI values that have a same second value (indicative of processor 150 2 ) in 
the predetermined bit positions of their S-RNTI (e.g., "01" in the two most significant 
bit positions of their S-RNTI), and so on. In other words, assuming that the total 
number of processes n = 3 in the Fig. 4B scenario, S-RNTI values are assigned to 
connections as set forth in Table 1 in accordance with which of the processors handles 
the connection. In Table 1, the "X" values in the S-RNTI value can be any value. 
What is important is that the predetermined bit positions indicative of the processor 
(e.g., the two most significant bit positions as shown in boldface in Table 1 for the Fig. 
4B scenario) be common for all connections of a same partition or sub-partition 
handled by the same processor. The pattern of "X" values in the S-RNTI is a group bit 
mask, and the number of "X" values in the S-RNTI is related to a group bit mask index 
subsequently described. 



[00071] Table 1 



Process(or) Number 


S-RNTI values assignable to connection 
handled by process(or) (S-RNTI group ID) 


Processor) 1 


xxxxxxxxxxxxxxxxxxoo 


Process(or) 2 


xxxxxxxxxxxxxxxxxxoi 


Processor) 3 


xxxxxxxxxxxxxxxxxxio 



WO 2004/043086 




T/SE2003/001708 



20 

[00072] It should be understood that the above-described specific technique of 
partitioning is just one example, and that other techniques and variations of the above- 
described technique are possible. For example, a particular processor may have more 
than one group ID associated therewith. Considering the Fig. 4B scenario and Table 1, 
5 for example, processor n (n=3) could be further partitioned into two sub-partitions. For 
example, connections in a first sub-partition handled by processor 150 n can have the an 
S-RNTI of the form XXXXXXXXXXXXXXXXXX10 as depicted in Table 1, while 
connections in a second sub-partition handled by processor 150 n can have the an S- 
RNTI of the form XXXXXXXXXXXXXXXXXX1 1. 

io [00073] Having obtained the group ID for processor 150 n , as depicted by arrow 164 in 
Fig. 4B., the reset detector 106 sends the group ID to reset message generator 100. In 
conjunction with generating the reset message generator 100, the reset detector 106 
invokes its subset reset element formatter 1 10, also known as the S-RNTI group 
element formatter. 

15 [00074] Fig. 6 illustrates an example, non-limiting format of reset message 102, 

specifically when the reset message 102 takes the form a RESET REQUEST message. 
As shown in Fig. 6, the reset message 102 includes the following information elements 
or parts: header 102-1, message type identifier 102-2, RNC identifier (RNC ID) 102-3, 
and reset indicator 102-4. The message type identifier 102-2 identifies the message 102 

20 as being, e.g., a RESET REQUEST message. The RNC identifier (RNC ID) 102-3 
specifies the particular control node, e.g., control node 26 l5 which originated the reset 
message 102. 

[00075] In accordance with an example implementation under discussion, the reset 
indicator 102-4 of reset message 102 can have one of three possible values. The value 

25 in reset indicator 102-4 determines the format of the remainder of reset message 102. 
For example, the reset indicator 102-4 can have a first value of CONTEXT, in which 
case the remainder of the reset message 102 takes the form of a context payload 
depicted by 102-5C of Fig. 6. Alternatively, the reset indicator 102-4 can have a first 
value of ALL, in which case the reset indicator 102-4 effectively terminates the reset 

30 message 102. As another alternative particularly pertinent to features described herein, 
the reset indicator 102-4 can have a first value of CONTEXT GROUP, in which case 
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the remainder of the reset message 102 takes the form of a context group payload 
depicted by 1025-CG of Fig. 6. 

[00076] The context payload 102-5C included in the reset message 102 when the reset 
indicator 102-4 has the value CONTEXT includes context information element 102- 

5 5C(1) and a series 102-5C(2) of context information elements. The context information 
element 102-5C(1) advises of the number of context information elements included in 
the series of 102-5C(2). The context payload 102-5C is of the type traditionally used 
when there no mapping or partitioning scheme between processes and connection 
identifiers. In other words, the context payload 102-5C can be used if there is a restart 

10 of one of the processes or processors, but the particular connection addressing scheme 
was not structured or usable for association with group IDs such as S-RNTIs. The 
context payload 102-5C thus laboriously includes a separate identification_of each _ 
individual connection controlled by control node 26 x that was affected by a reset. 

[00077] The context group payload 102-5CG included in the reset message 102 when 
15 the reset indicator 102-4 has the value CONTEXT GROUP includes context group 
information element 102-5CG(1); a series 102-5CG(2) of S-RNTI groups; and a 
corresponding series 102-5CG(3) of group release keys. The context group information 
element 102-5CG(1) advises of the number of S-RNTI group information elements 
included in the series 102-5CG(2), which is the same as the number of group release 
20 keys included in series 102-5CG(3). For the particular example context group payload 
102-5CG shown by exploded format in Fig. 6, the value of context group information 
element 102-5CG(1) is k, meaning that k number of subsets of connections were 
affected by reset of a corresponding k number of processes. It should be understood 
that, with reference to the example scenario of Fig. 4A, k can be any number between 1 
25 and (n-1), where n is the total number of processes performed by control node 26i. 

[00078] Each S-RNTI group included in the series 102-5CG(2) is an example of a 
subset reset element, previously described, since the S-RNTI group comprises a group 
identity for the subset of connections affected by the reset. Fig. 6 shows specifically S- 
RNTI group 170! through S-RNTI group 170 k as being included in context group 
30 payload 102-5CG. 
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[00079] Each group identity (i.e., S-RNTI group) 170 in turn comprises a group value 
174 and a group bit mask index 176. It is the group ID number obtained by reset 
detector 106 from partition table 160 and applied to reset message generator 100 (as 
indicated by arrow 164 in Fig. 4B) that reset message generator 100 uses in the group 
value information element 174. The group bit mask index 176 indicates bits of the 
group value which are common for all connections of the subset of connections. That 
is, the group bit mask index indicates the bits of the group S-RNTI which are common 
for all connections of the subset of connections. For the example scenario of Table 1, 
the group bit mask index has a value pointing to bit 19, which means that bits of the S- 
RNTI that are less significant than bit 19 are to be ignored in determining which bits are 
the common bits for the connections of the subset or group. In other words, the bits 
less significant than bit 19 define the group bit mask. Therefore, it can be ascertained 
from the group bit mask index that the first two most significantbits-(bit 20 andbit.19. 
according to 3GPP convention) of the S-RNTI value in information element 174 refer 
to the affected process and are to be used in recognizing connections in the subset 
(since those connections have the common value in the first two most significant bits of 
the S-RNTI field). 

[00080] As indicated above, the reset message 102 can include plural subset reset 
elements, as reflected by inclusion of S-RNTI group 170! and S-RNTI group 170 k in 
Fig. 6. Inclusion of two S-RNTI groups 170 in reset message 102 can occur, for 
example, in the example scenario discussed above in which two group IDs are 
associated with a single process, e.g., when a process is sub-partitioned to have two 
group IDs. In this regard, recall that it was previously mentioned that the process n 
(n=3) could be partitioned into two sub-partitions, such as a first sub-partition handled 
by process 150 n which has an S-RNTI of the form XXXXXXXXXXXXXXXXXX10 
and a second sub-partition handled by process 150 n which has an S-RNTI of the form 
XXXXXXXXXXXXXXXXXX11. In such example, the S-RNTI group 170j may have 
the S-RNTI of XXXXXXXXXXXXXXXXXX10, while the S-RNTI group 170 k may 
have the S-RNTI of XXXXXXXXXXXXXXXXXX11. 



[00081] Thus, as facilitated by the subset reset element(s) included in context group 
payload 102-5CG, the connections affected by the reset are collectively referenced in 
the message. The subset reset element identifies the subset of affected connections. 
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[00082] As an optional but preferred feature, the message can also include an 
authorization or authentication mechanism, also known as a group release key. The 
group release key can be a bit string of predetermined size, e.g., 128 bits. The 
authentication mechanism renders a communications network impervious to 
unauthorized requests for termination or cessation of interaction with a mobile node. 
To this end, Fig. 5 shows reset message generator 100 as including, in addition to 
subset reset element formatter 110, an authentication indicia or group release key 
generator 180. The reset message generator 100 includes, in the group release key 
series 102-5CG(3) of the context group payload 102-5CG, a group release key for each 
S-RNTI group, shown as release keys 182 in Fig. 6. For the example scenario in which 
the context group payload 102-5CG includes the S-RNTI groups 170i through 170 k , 
group release keys 182i through 182 k are shown as included. 

[00083] Generation of the group release keys, also known as the authentication indicia, 
is described in more detail in United States Patent Serial Number 10/1 13,944, filed 
April 2, 2002, entitled "AUTHENTICATION OF TERMINATION MESSAGES IN 
TELECOMMUNICATIONS SYSTEM", already incorporated by reference. 

[00084] Upon receipt of the reset message 102, the DRNC (e.g., control node 26 2 ) for 
all indicated UE Context Groups identified by the S-RNTI Group IE (e.g., series 102- 
5CG(2), removes all the indicated UE Contexts and all the radio resources allocated for 
these UE Contexts, using the appropriate group release key information element. The 
DRNC also initiates release of the dedicated or common user plane resources that were 
involved in these UE Contexts. 

[00085] Fig. 7 shows certain selected basic steps performed by a reset response unit 
120 of a responding control node (e.g., control node 26 2 ) in accordance with an 
example implementation. Step 7-1 depicts the reset response unit 120 receiving the 
reset message 102 (e.g., the RESET REQUEST message) from control node 26i over 
the Iur interface. As explained with reference to Fig. 7, the reset response unit 120 uses 
the information included in the reset message 102 to prepare the connection release 
messages. As previously indicated, the UTRAN the connection release message 
include the RRC CONNECTION RELEASE message(s) and the PAGING TYPE 1 
message(s). 
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[00086] In addition to showing an example format of the reset message 102, Fig. 6 also 
shows an example format of a connection release message. The example format of the 
connection release message 122 illustrated in Fig. 6 is equally applicable to both the 
RRC CONNECTION RELEASE message and the PAGING TYPE 1 message, for 

5 which reason both are collectively referred to as the connection release message. The 
connection release message 122 begins with a header 122-1 and also includes a 
message type information element 122-2. Both the RRC CONNECTION RELEASE 
message(s) and the PAGING TYPE 1 messages include an information element known 
as the U-RNTI group, represented by information element 122-3 in Fig. 6. Further, the 

10 connection release message includes a release cause information element 122-4, and a 
U-RNTI group release key information element 122-5. 

[00087] Therefore, after reception of the reset message 102, as step 7-2 the reset 
response unit 120 derives the contents needed for the U-RNTI group 122-3, so that the 
U-RNTI group 122-3 can be included in the connection release message. Fig. 6 

15 particularly shows a scenario in which a U-RNTI group information element 122-3 is 
being obtained for the S-RNTI group 170i. For sake of simplification and ease of 
illustration, the connection release message of Fig. 6 is shown to include only one U- 
RNTI group 122-3, although it can be understood from analogy to explanation 
discussion of the reset message 102 that plural U-RNTI group information elements 

20 122-3 can be included in the connection release message. 

[00088] The U-RNTI group information element 122-3 comprises three constituent 
information elements, particularly the SRNC-ID information element 122-3(1); the U- 
RNTI information element 122-3(2); and the U-RNTI bit mask index 122-3(3). The U- 
RNTI group information element 122-3 with its constituent information elements is 
25 derived in the following manner. 

[00089] As step 7-2(1) (see Fig. 6), the SRNC-ID information element 122-3(1) in the 
U-RNTI 122-3 is set to the identity of the RNC that sent the RESET REQUEST 
message (e.g., reset message 102). The SRNC-ID information element 122-3(1) can be 
determined in various ways. For example, as illustrated in Fig. 6, the reset response 
30 unit 120 knows from information element 6-3 of the reset message 102 the RNC ID of 
the RNC which originated the reset message 102 (e.g., control node 26i). For example, 
the RNC ID included in the reset message 102 may be the source address in a SS#7 



# 
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received message or an IP header of the received message. Using a lookup table 190 or 
the like, the reset response unit 120 can use the RNC ID contained in the reset message 
102 as an index to obtain the SRNC-ID which is to be utilized for information element 
122-3(1). 

5 [00090] As step 7-2(2) (see Fig. 6), the reset response unit 120 sets the U-RNTI 

information element 122-3(2) to the value of the S-RNTT information element 174 x of 
the corresponding S-RNTI group 170i. As step 7-2(3) (see Fig. 6), the reset response 
unit 120 sets the U-RNTI bit mask index 122-3(3) equal to the corresponding S-RNTI 
bit mask index 176i. As step 7-2(4) (see Fig. 6), the reset response unit 120 sets the U- 

10 RNTI group release key 122-5 equal to the S-RNTI group release key 182!. 

[00091] Having prepared at step 7-2 the constituent information elements for the 
connection release messages, at step 7-3 the reset response unit 120 sends the RRC 
CONNECTION RELEASE message with the derived values to the base stations under 
the control of control node 26 2 which have connections controlled by control node 26i. 

15 Transmission of the RRC CONNECTION RELEASE message results in a connected 
mode user equipment unit 30 which belongs to the subset and which is in the 
CELL_FACH state receiving a message which causes their connection release 
functions 140 (see Fig. 3) to release its RRC connection. Release of the RRC 
connection returns the affected user equipment unit to idle mode, thereby rendering the 

20 user equipment unit reachable by paging. 

[00092] In similar manner, as step 7-4 the reset response unit 120 sends the PAGING 
TYPE 1 message with the derived values to the base stations under the control of 
control node 262 which have connections controlled by control node 26i. Transmission 
of the PAGING TYPE 1 message results in a connected mode user equipment unit 30 
25 which belongs to the subset and which is in either the CELLJPCH state or the 

CELL_URA state receiving a message which causes their connection release functions 
140 (see Fig. 3) to release its RRC connection. Release of the RRC connection returns 
the affected user equipment unit to idle mode, thereby similarly rendering the user 
equipment unit reachable by paging. 



30 



[00093] As step 7-5, the reset response unit 120 transmits the REQUEST RESPONSE 
message 130 back to the SRNC (e.g., to control node 260. 
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[00094] Thus, the drift radio network control (DRNC) node 26 2 prepares a message of a 
type such as one of a RRC CONNECTION RELEASE message and a PAGING TYPE 
1 message which is sent to base stations in cells controlled by the DRNC node. 
Typically the drift radio network control (DRNC) node prepares and sends its message 
(e.g., RRC CONNECTION RELEASE message or PAGING TYPE 1 message), also 
known as the "further message", upon receipt from a serving RNC (SRNC) node of a 
prompting message (such as the RNSAP RESET REQUEST message) which also 
carries the subset reset element. 

[00095] The connection release message prepared by the reset response unit 120, which 
is also herein known as the "further" message, includes a 'further" subset reset element 
which is also a group identity. In the example of Fig. 6, the further subset reset element 
is the U-RNTI group 122-3. This further subset reset element (the U-RNTI group) 
comprises (1) a control node identifier indicative of the serving control node, (2) a 
group value, and (3) a group bit mask index. The group value, and the group bit mask 
index are derived from the subset reset element of the first message sent from the 
SRNC node (e.g., reset message 102). 

[00096] Thus far discussed has been an example mode in which the node which 
prepares the reset message is a radio network control node (e.g., control node 26i) 
which controls the connections which need to be released, albeit the connections are 
using radio resources controlled by another radio network control node (e.g., control 
node 26 2 ). But as understood with regard to the foregoing operation of the DRNC (e.g., 
control node 26 2 ), it is also understood that the "further" message such as the 
connection release message 122 sent by the DRNC can also qualify as the reset 
message or "message" as earlier characterized. When the message is considered to be 
the further message sent by the DRNC node, the subset reset element can again be 
conceptualized as comprising a group identity. For this further message sent by the 
DRNC, however, the group identity comprises a control node identifier 122-3(1), a 
group value 122-3(2), and a group bit mask index 122-3(3). The group bit mask index 
122-3(3) indicates bits of the group value which are common for all connections of the 
subset of connections. In an illustrated example involving the UTRAN, in the RRC 
CONNECTION RELEASE message or PAGING TYPE 1 message the group value is a 
group U-RNTI and the group bit mask index indicates the bits of the U-RNTI value 
which are common for all connections of the subset of connections. 
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[00097] The invention thus encompasses, not only specific nodes, but also a radio 
access network of a teleconmiunications system. The radio access network comprises a 
serving control node (which controls connections with user equipment units in a 
connected mode) and at least one drift control node (which provides radio resources in 

5 cells controlled by the at least one drift control node for some of the connections 

handled by the serving control node). In one mode, the serving control node (e.g., 261) 
sends the message with the subset reset element(s) to collectively indicate that a subset 
of the connections are to be released, thereby facilitating return to the idle mode of the 
user equipment units involved in the subset. In the example UTRAN implementation, 

10 the message is a RNSAP RESET REQUEST message. The at least one drift control 
node (e.g., 262) sends a further message (e.g., connection release message 122) to a 
base station controlled by the at least one drift control node, the further message 
including a further element, the further element being derived from the element 
included in the message. 

15 [00098] The invention also thus encompasses methods of operating a radio access 
network of a telecommunications system, the radio access network including the 
serving control node and at least one drift control node. In accordance with the 
methods, a reset procedure is performed at the serving control node. The serving 
control node then sends to the at least one drift control (DRNC) node a message 

20 resulting from performance of the reset procedure, the message including the subset 
reset element(s). In the example UTRAN implementation, the message sent by the 
SRNC node is a RNSAP RESET REQUEST message. The DRNC node uses the 
message with the subset reset element so that the user equipment units involved in the 
subset of the connections can return to an idle mode. In particular, the DRNC node 

25 sends further messages to base stations in cells controlled by the DRNC node. In the 
example UTRAN implementation, such message can be one or more of a RRC 
CONNECTION RELEASE message and a PAGING TYPE 1 message. Reception of 
the further message by user equipment unit over an air interface causes the user 
equipment unit to release the RRC connection, and to return to idle mode (thereby 

30 leaving connected mode). Under these circumstances, the user equipment unit (now in 
idle mode) is in a better position than in the connected mode to receive paging. 

[00099] The invention also encompasses the messages and message formats understood 
from the foregoing and the examples of Fig. 6, including a message which includes one 
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or more elements (i.e., subset reset element(s)) which collectively indicate that a subset 
of the connections are to be released so that the user equipment units involved in the 
subset of the connections can return to an idle mode. Example formats of the reset 
message is also understood with reference to Table 2. 

5 [000100] Table 2 - Reset Request message format 



IE/Group Name 


Presence 


Range 


ic Type 
and 
Reference 


Semantic 
Descripti 
on 


or in ca my 


Assignea 
Criticality 


Message Type 


M 




9.2.1 .40 




\/i — o 
Yfco 


reject 


Transaction ID 


M 




9.2.1 .59 








RNC-ID 


M 




9.2.1.50 


Identity of 

tho 

nit? 

sending 
RNC 


YES 


reject 


CHOICE Reset Indicator 


M 








. YES — 




>Context 














»Context 
Information 




1..<maxRe 
setContext 
> 






EACH 


reject 


»>CHOICE Context 
Type 


M 












\ »»SRNTI 














»»>S-RNTI 


M 




9.2.1.53 








»»DRNTI 














»»>D-RNTI 


M 




9.2.1.24 








>Context group 










YES 


reject 


»Context group 
information 




1..<maxRe 
setContext 
Groups> 










»>S-RNTI group 


M 




9.2.1.53a 








»>Group Release 
Key 


M 




9.2.1. 30La 








>AII Contexts 






NULL 









Range bound 


Explanation 


MaxResetContext 


Maximum number of contexts that can be reset by 
one RESET message. 


MaxResetContextGroups 


Maximum number of context groups that can be reset 
by one RESET message. 



[000101] As explained above, the S-RNTI group (see information element 170 in 
10 Fig. 6) identifies a group of UEs in the SRNC. The S-RNTI group is also explained 
with reference to Table 3. 
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[0001 02] Table 3 - S-RNTI Group 



IE/Group Name 


Presence 


Range 


IE Type and 
Reference 


Semantics Description 


S-RNTI 


M 




9.2.1.53 




S-RNTI bit mask index 


M 




Enumerated( 
b1,b2,..b19) 





[000103] In Table 3, the S-RNTI group is identified by all S-RNTI values whose 
bits starting from the most significant bit down to, and including, the bit indicated by S- 
5 RNTI bit mask index, are equal to the corresponding bits of the S-RNTI in this 

information element. The bits of the S-RNTI in this IE that are less significant than the 
bit position indicated by the S-RNTI bit mask index are ignored. 



[000104] By virtue of the concept of UE group addressing included in the RRC 
CONNECTION RELEASE, many CELL_FACH state UEs can be released at once 

10 using a single message. In corresponding fashion, the concept of UE group addressing 
includes in the PAGING TYPE 1 message permits many user equipment units in the 
CELLJPCH state and the URAJPCH state UEs to be released with just one message. 
Yet without the inclusion of the subset reset element in the reset message 102 as herein 
described, the DRNC is unable to use the concept of group addressing to release a 

15 subset of connections upon reset of a process of the RNC. Rather, without the subset 
reset element, the DRNC has to release the RRC connections one by one (from the S- 
RNTI list in the message or all S-RNTIs), which will take considerable time and pages 
will be missed to those UEs. 



[000105] The group release mechanism as reflected by the subset reset element also 
20 works for UEs that camps in cells controlled by another RNC than the RNC that 

restarted. This means that the UEs will be reachable for paging much quicker, even in 
case the UEs camped in a cell controlled by a different RNC (the DRNC) than they had 
as their SRNC. 



[000106] While the invention has been described in connection with what is 
25 presently considered to be the most practical and preferred embodiment, it is to be 
understood that the invention is not to be limited to the disclosed embodiment, but on 
the contrary, is intended to cover various modifications and equivalent arrangements. 
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WHAT IS CLAIMED IS: 



1 1 . A node (26i or 26 2 ) of a radio access network of a telecommunications 

2 system which prepares a message for transmission to at least one other node of the 

3 radio access network, the message resulting from occurrence of a reset procedure (104) 

4 affecting a control node which controls connections with user equipment units (30) in a 

5 connected mode, the message including an element which collectively indicates that a 

6 subset of the connections are to be released so that the user equipment units (30) 

7 involved in the subset of the connections can return to an idle mode. 

1 2. The node of claim 1, wherein the node which prepares the message is a radio 

2 network control node (26i) which controls the connections, 

1 3. The node of claim 1, wherein the node performs plural processes with each of 

2 the plural processes handling a respective one of plural subsets of connections with user 

3 equipment units (30) in the connected mode, and wherein when title reset procedure 

4 (104) affects a specific one of the plural processes, an element corresponding to the 

5 respective one of the plural subsets of connections handled by the specific one of the 

6 plural processes is included in the message. 

1 4. The node of claim 1, wherein the element comprises a group identity for the 

2 subset of connections; wherein the group identity comprises a group value and a group 

3 bit mask index, wherein the group bit mask index indicates bits of the group value 

4 which are common for all connections of the subset of connections; and wherein the 

5 group value is a group S-RNTI and the group bit mask index indicates the bits of the 

6 group S-RNTI which are common for all connections of the subset of connections. 



1 5. The node of claim 1, wherein the node which prepares the message is a drift 

2 radio network control node (26 2 ) which provides radio resources for the connections 

3 handled by a serving radio network control node (26i). 

1 6. The node of claim 5, wherein the element comprises a group identity for the 

2 subset of connections; wherein the group identity comprises a control node identifier, a 

3 group value, and a group bit mask index, wherein the group bit mask index indicates 

4 bits of the group value which are common for all connections of the subset of 
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5 connections; and wherein the group value is a group U-RNTI and the group bit mask 

6 index indicates the bits of the U-RNTI value which are common for all connections of 

7 the subset of connections. 

1 7. A radio access network of a telecommunications system comprising: 

2 a serving control node (26 1) which controls connections with user equipment 

3 units (30) in a connected mode; 

4 at least one drift control node (26 2 ) which provides radio resources in cells 

5 controlled by the at least one drift control node (26 2 ) for some of the connections 

6 handled by the serving control node (26i); 

7 wherein the serving control node (26^ sends a message for transmission to the at 



8 least one drift control node (26 2 ) of the radio access network, the message resulting 

9 from occurrence of a reset procedure (104) affecting the serving control node. (260, -the. 

10 message including an element which collectively indicates that a subset of the 

11 connections are to be released so that the user equipment units (30) involved in the 

12 subset of the connections can return to an idle mode. 



1 8. The network of claim 7, wherein the at least one drift control node (26 2 ) is 

2 arranged, upon receipt of the message, to send a response message to the serving 

3 control node (26i). 

1 9. The network of claim 7, wherein the at least one drift control node (26 2 ) 

2 sends a further message to a base station (28) controlled by the at least one drift control 

3 node (26 2 ), the further message including a further element, the further element being 

4 derived from the element included in the message. 

l 10. The network of claim 9, wherein the element comprises a group identity for 



2 the subset of connections; wherein the group identity comprises a control node 

3 identifier indicative of the serving control node, a group value, a group bit mask index, 

4 and wherein the group bit mask index indicates bits of the group value which are 

5 common for all connections of the subset of connections; and wherein the group value 

6 is a group U-RNTI and the group bit mask index indicates the bits of the U-RNTI value 

7 which are common for all connections of the subset of connections. 
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1 1 1 . A method of operating a node (26 x or 26 2 ) of a radio access network of a 

2 telecommunications system which prepares a message for transmission to at least one 

3 other node of the radio access network, the message resulting from occurrence of a 

4 reset procedure (104) affecting a control node which controls connections with user 

5 equipment units (30) in a connected mode, the method comprising including in the 

6 message an element which collectively indicates that a subset of the connections are to 

7 be released so that the user equipment units (30) involved in the subset of the 

8 connections can return to an idle mode. 



1 12 . The method of claim 1 1 , further comprising using a radio network control 

2 method (26i) which controls the connections to prepare the message. 

1 13. The method of claim 11, further comprising: - - - — ... 

2 performing at the node plural processes with each of the plural processes 

3 handling a respective one of plural subsets of connections with user equipment units 

4 (30) in the connected mode; 

5 when the reset procedure (104) affects a specific one of the plural processes, 

6 including in the message an element corresponding to the respective one of the plural 

7 subsets of connections handled by the specific one of the plural processes. 

1 14. The method of claim 11, further comprising using a drift radio network 

2 control node (26 2 ) which provides radio resources for the connections handled by a 

3 serving radio network control node (26 1) to prepare the message. 

1 1 5 . A method of operating a radio access network of a telecommunications 

2 system which includes a serving control node (26i) and at least one drift control node 

3 (26 2 ), the serving control node (260 handling connections with user equipment units 

4 (30) in a connected mode, the at least one drift control node (26 2 ) providing radio 

5 resources in cells controlled by the at least one drift control node (26 2 ) for some of the 

6 connections handled by the serving control node (26i), the method comprising: 

7 performing a reset procedure (104) at the serving control node; 

8 sending from the serving control node (26i) to the at least one drift control node 

9 (26 2 ) a message resulting from performance of the reset procedure (104), the message 

10 including an element which collectively indicates that a subset of the connections are to 

11 be released; and 
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12 using the message so that the user equipment units (30) involved in the subset of 

13 the connections can return to an idle mode. 

1 16. The method of claim 15, further comprising: 

2 performing at the serving control node (26\) plural processes with each of the 

3 plural processes handling a respective one of plural subsets of connections with user 

4 equipment units (30) in the connected mode; 

5 when the reset procedure (104) affects a specific one of the plural processes, 

6 including in the message an element corresponding to the respective one of the plural 

7 subsets of connections handled by the specific one of the plural processes. 



1 17. The method of claim 15, further comprising sending, from the at least one 

2 ' drift-control node (26 2 ), a response message to the serving control node (26 1). 



1 18. The method of claim 1 5, further comprising: 

2 sending from the at least one drift control node (26 2 ) a further message to a base 

3 station (28) controlled by the at least one drift control node (26 2 ); 

4 including in the further message a further element, the further element being 

5 derived from the element included in the message. 

1 19. A message transmitted from a node (26 1 or 26 2 ) of a radio access network of 

2 a telecommunications system to at least one other node of the radio access network, the 

3 message resulting from occurrence of a reset procedure (104) affecting a control node 

4 which controls connections with user equipment units (30) in a connected mode, the 

5 message including an element which collectively indicates that a subset of the 

6 connections are to be released so that the user equipment units (30) involved in the 

7 subset of the connections can return to an idle mode. 



1 20. A control node (26! or 26 2 ) of a radio access network of a 

2 telecommunications system which has plural processes which handle a respective one 

3 of plural subsets of connections with user equipment units (30) in a connected mode, 

4 and wherein the control node is arranged upon initiating a new connection to assign the 

5 new connection to a selected one of the plural processes and to assign to the new 

6 connection a S-RNTI value from which it can be discerned that the new connection has 

7 been assigned to the selected one of the plural processes. 
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1 21 A control node of claim 2 1 , wherein the control node has plural processors 

2 for respectively executing the plural processes, and wherein the control node is 

3 arranged upon initiating a new connection to assign the new connection to a selected 

4 one of the plural processors and to assign to the new connection a S-RNTI value from 

5 which it can be discerned that the new connection has been assigned to the selected one 

6 of the plural processors. 

1 22. A method of operating a control node (26i or 26 2 ) of a radio access network 

2 of a telecommunications system, the control node having plural processes which handle 

3 a respective one of plural subsets of connections with user equipment units (30) in a 

4 connected mode, the method comprising, upon initiating a new connection, the steps of: 

5 assigning the new connection to a selected one of the plural processes; and 

6 assigning to the new connection a S-KNTI-value from-which it can be- discerned . 

7 that the new connection has been assigned to the selected one of the plural processes. 

1 23. The method of claim 22, wherein the control node has plural processors for 

2 respectively performing the plural processes, and wherein the method comprises: . 

3 assigning the new connection to a selected one of the plural processors; and 

4 assigning to the new connection a S-RNTI value from which it can be discerned 

5 that the new connection has been assigned to the selected one of the plural processors. 
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